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Final Essay Exam
Week 7 Question 2
	Climate risks present a threat not only to United States food and agricultural sector but to the global food system; therefore, influencing government stability, financial sector and health of the world population. Climate change is exerting pressure on agricultural sector and livelihoods of people. Increased global warming and changes in precipitation patterns are affecting the production of crops (Ray et al., 2019). Extreme weather events present risk for the country’s food production, floods and droughts, in particular, are reducing the affected areas agricultural productivity — climate changes in a natural hazard. To mitigate the effects of climate change on food and agricultural sector, the government should enact climate-friendly policies. The policies will enhance and support climate-friendly farming and practices, which include farmland conservation, water stewardship, sustainable practices, use of renewable energy and healthy soils. A significant obstacle to developing climate-friendly policies in building support from leadership is climate change. Some leaders do not believe that climate change is a result of human activities; therefore, gaining their support on this complex issue may be challenging. 
[bookmark: _GoBack]	Since the 9/11 attacks, potential vulnerabilities in various critical infrastructure have come under increased critical examination (Lewis, 2019). However, more attention has been paid to vital infrastructures such as telecommunication and transportations than food and agriculture sectors. A significant vulnerability in the food and agricultural sector is a bio-attack. An agro terrorism attack against the nation’s food and agricultural sector through an introduction of disease agent will undermine its socio-economic stability. Other significant vulnerabilities in the food and agriculture sector come from the concentrated farming practices practiced in the country. Many farmers are practicing highly crowded and rearing conditions; therefore, an outbreak of a contagious disease would be challenging to contain, especially if it is airborne. The country has experienced changes in animal husbandry practices and use of antibiotics which have increased livestock susceptibility to diseases. To deal with these vulnerabilities, federal, state and local governments need to conduct comprehensive need analysis that will be essential in the determination of requirements for the development of a sufficient emergency management infrastructure. State and local governments should seek to increase the number of personnel with skills to identify and treat animal diseases. The government should also implement intelligence measures to help in the identification of potential threats while predicting the behavior of these vulnerabilities. These recommendations require resources for implementation; therefore, the allocation of monetary funds from federal and state governments will be essential in enhancing its implementation.
Week 8 Question 3
	Cybersecurity threats occur in different forms. However, information technology-related threats are the most widespread forms that have shaped cybersecurity attacks in the past decade. These are attacks that are often internally or externally generated, leading to the theft of critical information and data (Banisakher, Omar & Clare, 2019). Operation technology attacks, on the other hand, may cause risk to equipment or people’s lives. The United State’s networks are often threatened daily by terrorists, foreign adversaries and criminals. With the growing threats, the federal government has the responsibility to ensure that its citizens are protected from cyber-attacks. Cybersecurity strategies and guiding principles from both Obama and Trump’s administration have taken action to protect American citizens in the cyberspace. However, there is a need to make changes that will be in line with the changing cyberspace landscape. 

	The Cybersecurity and Infrastructure Security Agency was created to protect the United States critical infrastructure (Lewis, 2019). Over the past decade, terrorist activities have changed, and new forms of threats such as cybersecurity attacks have emerged. In 2015, sensitive data for more than 22 million federal employees were stolen which made was a clear indication of the Department of Homeland Security’s inability to adequately tackle and create a response to the growing threat of cyber-attacks. Therefore, the creation of Cybersecurity and Infrastructure Security Agency was essential in enabling the country to build a capacity that will be used to defend it against cyber-attacks. The agency is necessary as it will provide cybersecurity tools, incident response services and assessment capabilities that will safeguard government networks and support essential operations of other government department and agencies. 
Week 9 Question 5
	The increasing levels of terrorism and changes in the global climate continue to present a risk and threat to critical infrastructures around the world. America has some of the most developed infrastructures in the world, therefore, making it vulnerable to terrorist attacks. The 9/11 attacks in the United States were a defining moment for America’s history. The attacks and the response from the governmental agencies have continued to transform the country’s foreign policy whereas America’s terrorism confrontation and fight in countries around the world may increase the risk of it falling victim to other attacks (Pernik, Wojtkowiak& Verschoor-Kirss, 2016). The fight against terrorism is a necessary risk for the state to ensure the safety of the nation in the long term. Although other attacks have executed in the country, the magnitude of its effects is low compared to 9/11 attacks, an indication of the progress the country has made over the last 17 years. Critical infrastructure protection is the need for the government to protect crucial infrastructures such as transportation, financial services sector, communications sector, energy sector, food and agriculture (Hawkins, 2018). Every government has a responsibility of protecting its essential infrastructures against terrorist activities, natural disasters and cyber threats. Security of these infrastructure sectors must be of high standard and preparedness; response and recovery must be of top priority. Terrorists are opportunistic as they exploit vulnerabilities that a country leave exposed choosing a method of attack, time and place according to the weakness that they perceive.
After the attacks, the Department of Homeland Security which brought together different key agencies, for instance, the Federal Emergency Management Agency and Transport Security Administration, the U.S Secret Service and the U.S coast guard. Bringing together these agencies was a significant step as it was a key weakness in the 9/11 attacks. Lack of government agencies to communicate and share information about the attacks led to their failure to connect the dots on the attacks. Vulnerabilities have expanded and changed to include cyber attacks, climate change and public health services. Disasters that have occurred since then, such as Hurricane Katrina indicate that the country is focused on a single threat and not prepared for others. Therefore, there is a need to be prepared for risks and threats that are known and those that are not. Terrorism landscape is fast changing as cybersecurity is connecting with physical security; therefore, my recommendations to improve homeland security and critical infrastructure protection are; risk identification, it is essential to assess the changing cybersecurity risk which will form the basis for prioritizing risk management activities. Vulnerability reduction; federal government information systems need to be protected to minimize the vulnerabilities of government agencies. Enabling cybersecurity outcomes through enhancing the security and reliability of the cyber ecosystem by supporting activities and policies that facilitate an improved global cybersecurity risk management. 
Week 10 Question 7
	First responder’s inability to communicate effectively during an emergency has been a long-standing problem in America. When the responders fail to communicate during response situations, it may cost them their lives or those they are trying to help. The public safety agencies cannot often communicate due to incompatible frequencies, lack of common language and incompatible equipment. These interoperability issues have, for a long time, affected the country and cannot be addressed instantly. Even as federal, state and local governments take measures to address interoperability issues, they face several challenges which include identification of the problem, the establishment of the national interoperability performance goals and standards (Kapucu, Haupt&Yuksel, 2018).  And the importance of balancing them to address the differences in local, regional and state needs and conditions. Another challenge lies is the definition of roles of local, state and federal governments and other entities in the determination of the problem. A barrier to addressing these challenges that cause interoperability issues have been a lack of collaborative, and intergovernmental planning. No single group can successfully address interoperability issues that America is facing; it requires coordinated planning and partnership from all agencies and parties involved something that has been lacking. 	
	To address the lack of interoperability in public safety communication system requires fundamental changes to be made in technology and public policy. Through the development of an integrated nationwide broadband communication network will be essential in breaking communication barriers (Machalek& Dunlop, 2016). However, these resources are in existence; therefore, what is needed is the vision to use the funds well. Policymakers create policies that will enable public safety agencies to adequately share the information which will be essential in planning for emergency response. Lack of public safety interoperability can be solved through interagency cooperation. 
Week 11 Question 10
	Since the September 11 attacks, there has been an increasing focus of protecting America and its citizens from terrorist attacks. Unlike previous prevention methods that focused on conventional weapons, the threats have increased to include radiological and cyber-attacks (Gofman et al., 2016). As these attacks continue to grow, the government developed that will enhance protection, mitigation, preparedness, prevention and response to attacks and disasters. There exist vast technologies with potential applications for solving homeland security issues. However, detection devices hold the greatest promise for providing a practical solution to homeland security challenges. There are, however, different technologies for different threats. These technologies include chemical, radiation, and biological detectors. There are also millimeter-wave machines and x-ray systems which create images of people’s bodies without clothing (Musolino, 2017). Particularly, radiological and nuclear detection devices detect basic materials that are required for a nuclear or radiological attack. Radiological and nuclear devices are used in major ports to monitor entry, therefore, minimizing the threat of importing nuclear and radioactive material to the United States.
	Responses to terrorist threats and attacks by homeland security organizations are often based on technology. However, terrorists often change and adapt to technologies applied by defense organizations. Therefore, the conflict between terrorist organizations and security organization can be considered as a co evolutionary process as they shape each other’s behaviors. The risk of enemies finding vulnerabilities to exploit in defense technologies necessitates for focused efforts to identify weak points and addressing them before the technologies are addressed. It is, however, impossible to protect every target from terrorist attacks and technological is dynamic; therefore, adversaries will always find ways to circumvent defense technologies. 
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